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Abstract:

This extended abstract examines the pursuit of digital sovereignty as a central pillar of
contemporary geopolitics along the Brazil-China axis. While China employs "composite
sovereignty," asserting state authority over infrastructure and data to preserve regime stability
and project global power, Brazil displays structural vulnerabilities rooted in infrastructure
deficits and a reliance on foreign platforms. Through bibliographic and documentary
analysis, this research contrasts the Chinese model of "authoritarian informationalism" with
Brazil's digital subordination. The study concludes that technology constitutes a power
architecture in which China consolidates technical autonomy, whereas Brazil pursues
regulatory frameworks to mitigate dependence on neo-imperialist infrastructures.
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Introduction and theoretical framework

Faced with challenges such as mass disinformation and polarizing hate
speech—compounded by the fact that data travels and is analyzed more easily than physical
goods—the debate on digital sovereignty has become a central axis of 21st-century
geopolitics (Liu, 2021). This scenario contrasts with the emergence of the internet in the
1990s, a time when “cyberspace was hailed as a borderless, decentralized and open world of
free flow of information" (Wang, 2020, p. 396). In China, this sovereignty is understood as
the application of State authority over infrastructure, data, and content within its virtual
borders (Jiang, 2024). Theoretically, Tai and Zhu (2022) define this approach as composite
sovereignty, a discursive strategy that links specific areas of Chinese development to the
umbrella concept of sovereignty to legitimize regulatory intervention. Jiang (2010) uses the
expression “Authoritarian Informationalism” (p. 71) to describe the same phenomenon: the
use of information technologies and the internet to centralize control, monitor the population,

and shape public discourse, with few openings for democratic demonstrations. Unlike the

' Paper presented at the 2nd Brazil-China Colloquium on Communication Sciences, a constituent event of the 49th Brazilian
Congress of Communication Sciences.

2 PhD student in the Graduate Program in Media and Everyday Life (PPGMC) at the Institute of Art and Social
Communication, Fluminense Federal University (IACS-UFF), email: gilberto_sj@jid.uff.br



Intercom.— Sociedade Brasileira de Estudos Interdisciplinares da Comunicagao
492 Congresso Brasileiro de Ciéncias da Comunicacdo — UCB — Brasilia — DF
De 11 a 14/08/2026 (etapa remota) e 01 a 05/09/2026 (etapa presencial)

utopia of a borderless global network, the Chinese model advocates for State authority over
the Chinese internet as the sole legitimate decision-maker, rejecting both foreign interference
and the multi-sectoral model that allows for the participation of civil society and private
companies (Creemers, 2020).

In the Brazilian context, the reality of regulatory anarchy—from the perspective of
both Big Techs platforms and artificial intelligence tools—and the lack of investments in data
infrastructure limits the concept of informational sovereignty. This concept translates into the
capacity to formulate public policies that guarantee State management over the production,
circulation, and storage of information and data generated within its territory or by its citizens
(Lastres et al., 2025). Brazil's vulnerability arises from the pervasive platformization of its
society, defined by Poell, Nieborg, and Van Dijck (2019) as the deep penetration of
infrastructures and algorithmic logics of digital platforms into multiple aspects of the
country's social and economic life, and the cartelization of these platforms in regimes of
extraction, monitoring, and sale of Brazilians' data, defined as platform capitalism (Srnicek,

2017) or surveillance capitalism (Zuboff, 2021).

Methodology and Al usage

This abstract, developed within a larger ongoing research project for an academic
article, begins with a literature review that allowed for the solid theoretical construction of
China's digital and data sovereignty model, as well as the position of Brazilian vulnerability.
The documentary corpus includes Chinese regulatory guidelines, especially the legal
framework relating to cybersecurity (China, 2016), data security (China, 2021a), and data
protection (China, 2021b) created by the Chinese government. This research adopts a
transparent and innovative approach by utilizing the NotebookLM platform (powered by the
Gemini Al model) strictly for organizational and technical assistance, as checking references
and citations according to ABNT. While these tools were employed to streamline the
management of bibliographic references, facilitate the translation of primary Chinese legal
sources, and assist in spelling and structural reviews, it is essential to underscore that the
selection of the documentary corpus, the critical comparative analysis, and the overall
intellectual synthesis were performed exclusively by the author. All Al-generated outputs,
particularly regarding the interpretation of regulatory frameworks, underwent rigorous human

oversight to ensure accuracy and eliminate potential hallucinations. Thus, the core scholarly



Intercom.— Sociedade Brasileira de Estudos Interdisciplinares da Comunicagao
492 Congresso Brasileiro de Ciéncias da Comunicacdo — UCB — Brasilia — DF
De 11 a 14/08/2026 (etapa remota) e 01 a 05/09/2026 (etapa presencial)

findings and the original thesis remain the sole product of human inquiry and analytical

judgment.

Digital sovereignty in China: history and concepts

The Chinese trajectory in managing the digital environment can be divided into stages
that reflect a transition from a concern with physical infrastructure—cables, satellites, towers,
programs, data centers—to total control of the data ecosystem (Wang, 2020). Initially,
starting in the 1980s, the state focus resided in the construction of the physical network and
the security of information systems, with telecommunications strictly dominated by
state-owned enterprises such as China Mobile, China Telecom, and China Unicom (Jiang,
2024).

The Chinese conception of cyber sovereignty was originally introduced in a 2010
Chinese manifesto on the subject, titled 'The Internet in China' (China, 2010) and published
by the State Council Information Office. The white paper conceptualizes internet sovereignty
in China by establishing that, “within Chinese territory, the internet is under the jurisdiction
of Chinese sovereignty” (n.p.). With commercial expansion and the emergence of giants like
Baidu, Alibaba, and Tencent, the country entered an era of more sophisticated content
regulation, expanding the concept of sovereignty to an automatic alignment with the
determinations of the government and the Communist Party of China (CPC), always focusing
on internal social stability and the maintenance of the regime (Liu, 2026).

Under the administration of Xi Jinping, which began in 2013, digital sovereignty
became the "cornerstone" (Creemers, 2020, p. 6) of Chinese diplomacy and domestic policy.
The creation of the Cyberspace Administration of China (CAC) centralized governance,
integrating national security, innovation in artificial intelligence (AI) (Hung, 2025), and the
conceptualization of data as essential factors of production, comparable to land, labor, capital,
and technology. This theoretical construction was followed by “China’s 2020 New
Infrastructure campaign, which focuses on strengthening digital infrastructures such as 5G
networks, data centers, and AI” (Liu, 2021, p. 49).

Cong (2025) observes that the concept of a "Community of Shared Future in
Cyberspace," based in turn on a 2019 speech by President Xi Jinping, is the central policy
guiding Chinese diplomacy in the external scenario regarding digital sovereignty. The

theoretical construction proposes a global order where state sovereignty is mutually
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respected, condemning Western cyber hegemony (China, 2025). In statements by government
members, at world internet forums (such as Wuzhen), and in its white papers, China presents
this policy under a mantle of UN-centered multilateral cooperation—not US imperialist
policy in particular, or Western policies in general—security against cybercrimes, and digital
inclusion for Global South countries without their own infrastructure. From this perspective,
Shen (2025) argues that the free and unregulated model advocated by the US acts as an
ideological facade to sustain the monopoly and surveillance power of US corporations. He
further argues that the power asymmetry in the global internet architecture is the main factor
sustaining this US hegemony over network governance, with the banning of TikTok in the
country being a clear example of this.

Academics such as Cong (2025), Creemers (2020), and Jiang (2010) ponder that the
rhetoric of democratizing international relations in the digital field serves to attract countries,
especially from the Global South, that are dissatisfied with the monopoly of US Big Techs.
Eder, Arcesati, and Mardell (2019) report in a Mercator Institute for China Studies
(MERICS) report that China uses digital infrastructure as a proactive tool of geopolitical
power through the Belt and Road Initiative (Digital Silk Road) (China, 2023). By investing
billions of dollars in fiber optic cables, satellites, and data centers in developing countries,
Beijing exports not only its technology but also its regulatory frameworks and surveillance
systems—a strategy that challenges Western technical hegemony and promotes the idea that
accelerated economic development does not depend on the adoption of liberal values of an

open internet.

The State of Digital Sovereignty in Brazil

The parallel between Brazil and China reveals convergences in contesting the
prevailing digital order, but profound divergences in regulatory solutions. Silveira and Xiong
(2025) create a digital sovereignty index and classify Brazil at a "weak" level. None of the
key indicators analyzed—which include levels of independence in data ownership and
location, digital infrastructure, governance, and digital capacity—reached the level
considered technical competence. The authors observe that data storage and flow remain in
an initial stage of autonomy, with an almost absolute dependence on foreign providers for
processing domestic information. Furthermore, the State's digital capacity is limited by low

patent production and a chronic difficulty in retaining qualified talent in national universities.
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This situation makes technological self-determination impossible and links the future of
Brazilian development to tools that fall entirely outside its productive domain (Silveira;
Xiong, 2025).

The fragility of the Brazilian digital sector is a direct reflection of the neoliberal
advance observed since the 1990s, according to Silveira and Xiong. The absence of robust
development policies prevented the consolidation of an independent infrastructure, resulting
in an initial level of sovereignty for basic software and essential operating systems. Although
there have been legislative advances such as the General Data Protection Law (LGPD)
(Brasil, 2018) and the Brazilian Civil Rights Framework for the Internet (Brasil, 2014), the
authors warn that governance over artificial intelligence and Big Techs platforms remains
insufficient to ensure the integrity of public debate and the social fabric itself.

Martins and Guimardes (2026) offer, in turn, a detailed analysis of market
concentration, characterizing the Brazilian digital economy as strongly subordinated to
international interests. Through the lens of the Political Economy of Data and
Communication, the study identifies a phenomenon in which large technology companies
exercise simultaneous control over basic infrastructure and the circulation of content,
crushing local competition in sectors such as cloud computing and search tools. With Google
holding more than 94% of the search engine market and the Meta group dominating social
networks, the country faces a rigid oligopolistic ecosystem that generates political and
cultural dependence and keeps the country under the dominance of a cartel of US
corporations and under the neo-imperialist whims of the Donald Trump administration

(Martins; Guimaraes, 2026).

Contributions and final considerations

The research demonstrates that digital sovereignty has evolved from technical
protection associated with the circulation, management, and storage of personal data to a
strategic resource of geopolitical and territorial power. It thus seeks to show that technology
is not politically neutral, but a programmable architecture that organizes power relations and
directly influences public perception and debate. Both Brazil and China view data as vital
resources for development, but the ways of ensuring digital autonomy differ.

Capri (2020) analyzes how technology has become the primary battlefield of

geopolitical and ideological rivalry between the United States and China, marking the end of
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the era of unrestricted digital globalization and the beginning of what he conceptualizes as
technonationalism. The American boycott of chip exports to China, combined with a strategy
of tariff retaliations in defense of US Big Tech businesses, was met with massive investments
from the Beijing government and strong direction from Chinese technology companies,
state-owned or otherwise. Emerging technologies, such as artificial intelligence, 5G
broadband, semiconductors, and quantum computing, have ceased to be just commercial
assets and are now treated as critical tools for national security, sovereignty, and power
projection. While internationally recognized brands like Alibaba, Tencent, Bytedance, and
DeepSeek, among others, operate in the large Chinese retail market of startups and Big Techs
platforms, the base of the infrastructure is concentrated in Huawei in partnership with Baidu
(in the development of machine learning) and with the Semiconductor Manufacturing
International Corporation (SMIC) in chip production (Chang; Arcesati; Hmaidi, 2025).
Brazil, in turn, seeks paths for democratic regulation—which has remained elusive to
date—that can confront the rentierism of foreign techno-media and Al platforms, mainly
from the US, and protect the public sphere from neo-imperialist policies. Faced with
numerous internal and external pressures against regulation, Silveira and Xiong (2025)
suggest massive investments in industrial engineering and the establishment of strategic
state-owned companies capable of coordinating digital technology with a sovereign project of
national development. While China consolidates a model of sovereignty that uses technology
to reinforce state authority, Brazil faces the challenge of building its own regulatory

frameworks to help minimize dependence on foreign infrastructures.
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